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INTRODUCTION TO OPSEC 
 

Web Address  Description 
 

http://noc.to 

http://ipaddress.cm 

www.iplocation.net 

 

www.browserspy.dk 
 
https://wigle.net 

www.shodan.io 
https://statcounter.cm 
 
 

 

Finds the geolocation of an IP Address 

Locates IP Address and allows a reverse IP lookup 

Find the geolocation of an IP Address as well as compare 
data from multiple IP location providers 

Allows you to see how much information can be retrieved 
from your browser 
Geo Wi-Fi map 
Search engine for internet connected devices – find out what 
IP Address is connected 

Web tracker that provides real-time stats (account required) 

ANONYMIZATION  
 

Web Address  Description 
 

http://anonymizer.com     Pay for anonymization services 
http://anonymizer.com 

http://geti2p.ne/  I2P the invisible Internet project 

 
 
 

NO-TECH ANONYMIZATION 
 

Web Address  Description 
 

https://archive.org 

www.screenshots.com 

 

Archived versions of Web sites across the internet 

Find screenshot history for any Web site 

PDFmyURL.com Turn Web pages into a PDF 

 

To Strip Google Cache of images and graphics to view Google’s database only:  

  www.google.com/search?q=cache:www.example.com/&strip=1 
 
If using Firefox, use the Passive Cache add-on: addons.mozilla.org/en-us/firefox/addon/passive-cache/ 
 
 

EVALUATING WEBSITES 
 

Web Address  Description 
 

www.whois.sc 

www.whois.net 

https://w3bin.com 

https://safeweb.norton.com 
 

 

 

Research domain ownership 

Domain name search, registration and availability 

See who is hosting a Web site 

Check for reported malware/spamming related to a Web 

site 

http://noc.to/
http://ipaddress.cm/
http://www.iplocation.net/
http://www.browserspy.dk/
https://wigle.net/
https://www.shodan.io/
https://statcounter.cm/
http://anonymizer.com/
http://geti2p.ne/
https://archive.org/
http://pdfmyurl.com/
http://www.example.com/%26strip%3D1
http://www.whois.sc/
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PEOPLE SEARCH 
 

Web Address  Notes 
 

www.pipl.com 

www.peekyou.com 

www.411.com 

www.spokeo.com 

www.thatsthem.com 

 

People Search 

 

www.namechk.com  
www.namecheckr.com 

www.knowem.com 

 

 

Search for usernames 

 
 

INTRODUCTION TO SOCIAL NETWORKING 
 

Web Address  Description 
 

http://www.bbc.co.uk/webwise/0/ 
 

Introduction to social media

http://en.wikipedia.org/wiki/Social_networking_service Information on basics of social media

www.socialmediaexaminer.com Social media trends 
 
 

SEARCH SOCIAL NETWORKS 
 

Web Address  Description 
 

www.meltwater.com 
www.social-searcher.com 

 

www.socialbakers.com 

www.plus.google.com 

www.gphangouts.com 
 

 

www.tagboard.com 

www.hashtagify.me 
 

 

Search engine for blogs/tweets 
Free real-time social media search engine without logging in 
Search multiple networks 
Social media statistics for various social media sites 

Google’s social networking and identity service 
Provides a listing of current Google+ hangouts 
 
 

Hashtag search

 

BLOG AND FORUM SEARCH TOOLS 
 

Web Address  Description 
 

www.globalvoicesonline.org 
www.twingly.com/search 

www.omgili.com 

www.boardreader.com 

 
 

World-wide blog portal  
Blog search engine 
Forum search engine 
 

http://www.pipl.com/
http://www.pipl.com/
http://www.spokeo.com/
http://www.thatsthem.com/
http://www.namechk.com/
http://www.namecheckr.com/
http://www.bbc.co.uk/webwise/0/
http://en.wikipedia.org/wiki/Social_networking_service
http://www.socialmediaexaminer.com/
http://www.icerocket.com/
http://www.social-searcher.com/
http://www.socialbakers.com/
http://www.plus.google.com/
http://www.gphangouts.com/
http://www.tagboard.com/
http://www.hashtagify.me/
http://www.globalvoicesonline.org/
http://www.twingly.com/search
http://www.omgili.com/
http://www.boardreader.com/
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 Searches for board and forum posts 

FACEBOOK SEARCHES 
 

Web Address        Description 
 

www.findmyfbid.com 

www.facebook.com/search/ 

www.facebook.com/search/(Facebook User ID)/residents/present 

www.facebook.com/search/(Facebook User ID)/home-residents 

www.facebook.com/search/(Facebook User ID)/likers 

www.facebook.com/search/(Facebook User ID)/employees/present 

www.facebook.com/search/(Year)/date/users-born 

www.facebook.com/search/(Facebook User ID)/members 

www.facebook.com/friendship/username/username/ 

www.facebook.com/search/(Facebook User ID)/photos-of 

www.facebook.com/search/(Facebook User ID)/photos-tagged 

www.facebook.com/search/(Facebook User ID)/places-visited 

www.facebook.com/livemap 

http://netbootcamp.org/facebook.html                      
 
 

TWITTER 

 

Identify a user’s Facebook ID 
 

Facebook search 
 

Residents of a place 

Hometown 
 

Likes a topic 
 

People who work at … 

People born in a specific year 

Members of a group 
 

Display friendship between two users 

Display photos of a user 

Display tagged photos of a user 

List of places user visited 
 

View of publicly broadcasted live video  
Facebook Search for Investigators  

 

Web Address  Investigative Twitter Tool 
 

https://twitter.com/search_advanced?lang=en Search and real-time stream of Twitter accounts 

www.twitterfall.com Follows tweets in specific locales 

www.tweetdeck.twitter.com Robust, multi-stream search capabilities 

www.twazzup.com Analytics for Tweeters 

www.mentionmapp.com Visualizes Twitter networks 

www.klear.com Tweet search capability with analytics 

www.tweetpaths.com Map of up to three Twitter accounts 

www.sleepingtime.org Search Twitter profile name and provides time user sleeps 

www.allmytweets.net Clean display of up to 3200 Twitter posts from a user 

www.geochirp.com Real-time stream of Twitter accounts 

www.foller.me Twitter analytics 
 
 
 
 
 
 
 
 

 

http://www.findmyfbid.com/
http://www.facebook.com/search/
http://www.facebook.com/search/(Facebook%20User%20ID)/residents/present
http://www.facebook.com/search/(Facebook%20User%20ID)/residents/present
http://www.facebook.com/search/(Facebook%20User%20ID)/members
http://www.facebook.com/friendship/username/username/
http://www.facebook.com/friendship/username/username/
http://www.facebook.com/livemap
http://netbootcamp.org/facebook.html
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INSTAGRAM 
 

Web Address  Description 
 

https://websta.me 
https://pro.iconosquare.com

 

Browser-based access to Instagram photos 

Requires payment 

https://vibbi.com/viewer                                                                                                                                       

ink361.com 

IMAGE AND FILE SHARING 
 

Web Address  Description 
 

www.facesaerch.com 

www.flickr.com 

www.imgops.com 

www.tineye.com 

http://exif.regex.info/exif.cgi 

www.images.google.com 

www.bing.com/images 

www.karmadecay.com 

www.stolencamerafinder.com 
 
 

 

Searches face images in Google 

User-uploaded pictures 

Online image meta-tool 

Reverse image search engine 

Views metadata in digital pictures 

Searches images in Google’s repository 

Searches images in Bing’s repository 

Reverse image search for Reddit.com 

Search for camera serial numbers embedded in jpeg 

VIDEO SHARING 
 

Web Address  Description 
 

https://www.google.com/videohp?hl=EN 
www.bing.com/videos 
www.geosearchtool.com 
Site: facebook.com/video “search term here” 
 
 
 

ANALYTICAL TOOLS 

 

Includes YouTube results plus videos from other Web sites 

Searches videos in Bing’s repository 

YouTube geolocation search 

Searches videos stored on Facebook video servers

 

Web Address  Description 
 

www.alexa.com/topsites/countries 

http://appannie.com 

http://socialmention.com 

www.devilfinder.com 

 
 

Lists most popular Web sites by country 

Identifies most popular apps by language, location and type 

Real-time social media analytical search engine 

Search aggregator that is privacy-aware

 
 
 
 
 

 

https://websta.me/
https://pro.iconosquare.com/
https://vibbi.com/viewer
http://www.flickr.com/
http://www.imgops.com/
http://www.tineye.com/
http://exif.regex.info/exif.cgi
http://www.images.google.com/
http://www.bing.com/images
http://www.karmadecay.com/
http://www.stolencamerafinder.com/
https://www.google.com/videohp?hl=EN
http://www.bing.com/videos
http://www.geosearchtool.com/
http://www.alexa.com/topsites/countries
http://appannie.com/
http://socialmention.com/
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ADDITIONAL WEB SITES 
 

Web Address  Description 
 

www.corporationwiki.com 
www.wikimapia.com 

 

Historical corporate data 
Multilingual open-content collaborative map

www.google.com/maps Online satellite images from Google’s repository 
www.bing.com/maps              Online satellite images from Bing’s repository 

www.scribblemaps.com             Customizable maps 
 
 
 

ADDITIONAL WEB SITES 
 

Web Address  Description 
 

http://trafficland.com 

www.vtuner.com 

 

Traffic cameras from across the world 

Streams radio stations and Web cameras 

https://www.followthatpage.org Allows user to select a page and receive notification when page  

updates 

www.whostalkin.com            Aggregates posts for a search term across multiple social media  

              platforms 

www.Lmgtfy.com            Demonstrates Google searches 
 

http://www.wikimapia.com/
http://www.google.com/maps
http://www.bing.com/maps
http://www.scribblemaps.com/
http://trafficland.com/
http://www.vtuner.com/
https://www.followthatpage.org/
https://www.followthatpage.org/
http://www.whostalkin.com/
http://www.lmgtfy.com/

